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1. Look at this se�ies: 7, 10, 8, 11, 9, 12, ... What number should come next?

2. Look at this se�ies: 53, 53, 40, 40, 27, 27, ... What number should come next?

3. Which word does NOT belong with the others?

4. Cup is to coffee as bowl is to

7A

10B

12C

13D

12A

14B

27C

53D

inchA

ounceB

centimeterC

yardD

dishA

soupB

spoonC

foodD



5.  In a ce�tain code language, ‘ANIMALS’ is w�itten as ‘SLAMINA’. How is ‘ONLINE’ w�itten in that
code?

6. Rita told Mani, “The girl I met yesterday at the beach was the youngest daughter of the
brother-in-law of my f�iend’s mother.” How is the girl related to Rita’s f�iend?

7. Which year in the future will have the same calendar exactly as 2009?

8. Mr Deepak Mohan walks 5 km towards the south and then tu�ns to the �ight. After walking 3
km he tu�ns to the left and walks 5 km. What direction is he facing �ight now?

9. In a row of persons, the position of Saket from the left side of the row is 27th and position of
Saket from the �ight side of the row is 34th. Find the total number of students in the row?

ENILNOA

OLINENB

LNOINEC

NNLOIED

CousinA

DaughterB

F�iendC

AuntD

2010A

2013B

2015C

2017D

WestA

SouthB

No�th-EastC

South-WesD

60A

61B

62C

59D



10. If KEYS� MDAR, then LOCK� ?

11. Pick the odd one out

12. 2 : 8 :: 4 : ?

13. Choose the word or group of words which is most similar in meaning to the word p�inted in
bold: Magniloquent

14. Rea�range the following pa�ts �1, 2, 3 and 4� in proper sequence to obtain a co�rect
sentence.1. and he who has hope, 2. has hope 3. has eve�ything 4. the person who has health

NEJJA

NNEJB

JENNC

JENJD

4A

16B

36C

8D

16A

64B

128C

20D

AmusingA

HumorousB

IntelligentC

BoastfulD

1, 4, 3, 2A

3, 2, 4, 1B

3, 4, 1, 2C

4, 2, 1, 3D



15. Following is a set of four sentences. Choose the sentence which is most approp�iate ,
grammatically, semantically & logically.

16. The remainder is 29, when a number is divided 56. If the same number is divided by 8, then
what is the remainder?

17. If a : b = 2 : 3 and b : c = 5 : 7, then find a : b : c.

18. A mixture contains alcohol and water in the ratio of 7 : 5. If 8 liters of water is added to the
mixture, then the ratio becomes 7 : 9. Find the quantity of alcohol in the given mixture?

19. Find the average of all numbers between 5 and 49 which are divisible by 5.

It is highly desirable that you complete the syllabus before the commencement of the annual
exams.

A

It is highly desirable for you to complete your syllabus before the commencement of the annual
exams.

B

It is highly desirable if you complete the syllabus before the commencement of the annual
exams.

C

It is highly desired if you should complete the syllabus before the commencement of the half
yearly exams.

D

3A

4B

7C

5D

0.5105208333333333A

0.4273263888888889B

0.5919097222222222C

0.09383101851851851D

15 litersA

14 litersB

19 litersC

21 litersD

20A

25B

30C

35D



20.  Who is the architect of the world's longest constitution?

21. What is the average of first 150 natural numbers?

22. What is the value of x in the equation 3x – 15 � 6 = 0 ?

23. What is the sum of the numbers: 1, 2, 3, 4, …, 99, 100?

24. The cost of an a�ticle is Rs.160. What should be the selling p�ice in �upees to obtain a profit of
15 percent?

BR RaoA

BR AmbedkarB

C Rajagoplacha�iC

Jawaharlal Neh�uD

70A

70.5B

75C

75.5D

7A

8B

9C

�9D

5000A

5050B

5100C

5150D

180A

182B

184C

186D



25. From the given alte�natives select the word which cannot be fo�med by using the letters of
the given word. ALTERNATIVE

26. Who is the father of Computers?

27. Which of the following is the co�rect abbreviation of COMPUTER?

28. What is the full fo�m of CPU?

29. Which of the following is the smallest unit of data in a computer?

EARNA

LATTERB

INNATEC

RAIND

James GoslingA

Charles BabbageB

Dennis RitchieC

Bja�ne Stroust�upD

Commonly Occupied Machines Used in Technical and Educational ResearchA

 Commonly Operated Machines Used in Technical and Environmental ResearchB

Commonly O�iented Machines Used in Technical and Educational ResearchC

Commonly Operated Machines Used in Technical and Educational ResearchD

Computer Processing UnitA

Computer P�inciple UnitB

Central Processing UnitC

Control Processing UnitD

BitA

KBB

NibbleC

ByteD



30. Which of the following is designed to control the operations of a computer?

31. Which of the following can access the se�ver?

32. Which of the following is a type of technique in which dumb te�minals are connected to a
central computer system?

33. Which feature of OOP indicates code reusability?

34. The field that covers a va�iety of computer networks, both public and p�ivate, that are used in
eve�yday jobs.

UserA

Application SoftwareB

System SoftwareC

Utility SoftwareD

Web ClientA

UserB

Web BrowserC

Web Se�verD

Time Sha�ingA

Message passingB

Batch environmentC

User environmentD

AbstractionA

PolymorphismB

EncapsulationC

Inhe�itanceD

A�tificial IntelligenceA

MLB

Network Secu�ityC

ITD



35. The process of ve�ifying the identity of a user.

36. An algo�ithm in enc�yption is called _____________

37. The full fo�m of Malware is _______

38. _____________ is a code injecting method used for attacking the database of a system /
website.

39.  This attack can be deployed by infusing a malicious code in a website’s comment section.
What is “this” attack refe�red to here?

AuthenticationA

IdentificationB

ValidationC

Ve�ificationD

Algo�ithmA

ProcedureB

CipherC

ModuleD

Malfunctioned SoftwareA

Multipurpose SoftwareB

Malicious SoftwareC

Malfunctioning of Secu�ityD

HTML injectionA

SQL InjectionB

Malicious code injectionC

XML InjectionD

SQL injectionA

HTML InjectionB

Cross Site Sc�ipting �XSS�C

Cross Site Request Forge�y �XSRF�D



40. Compromising a use�’s session for exploiting the use�’s data and do malicious activities or
misuse use�’s credentials is called ___________

41. Which of them is not a wireless attack?

42. An attempt to ha�m, damage or cause threat to a system or network is broadly te�med as
______

43. These are a collective te�m for malicious spying programs used for secretly monito�ing
someone’s activity and actions over a digital medium.

44. Which is the legal fo�m of hacking based on which jobs are provided in IT indust�ies and
fi�ms?

Session HijackingA

Session FixationB

Cookie stuffingC

Session SpyingD

EavesdroppingA

MAC SpoofingB

Wireless HijackingC

PhishingD

Cyber-c�imeA

Cyber AttackB

System hijackingC

Digital c�imeD

MalwareA

Remote Access TrojansB

KeyloggersC

SpywareD

CrackingA

Non ethical HackingB

Ethical hackingC

HactivismD



45.  _________ are those individuals who maintain and handles IT secu�ity in any fi�m or
organization.

46. __________ secu�ity consultants uses database secu�ity monito�ing & scanning tools to
maintain secu�ity to different data residing in the database / se�vers / cloud.

47. What type of malware disguises itself as a legitimate program or file?

48. What type of malware is used to spy on a use�'s computer and steal sensitive info�mation?

49. What type of malware is designed to replicate itself and spread to other computers in a
network?

 IT Secu�ity EngineerA

Cyber Secu�ity Inte�nsB

Software Secu�ity SpecialistC

Secu�ity AuditorD

DatabaseA

NetworkB

SystemC

HardwareD

RansomwareA

AdwareB

TrojanC

SpywareD

Vi�usA

SpywareB

Wo�mC

AdwareD

Vi�usA

SpywareB

Wo�mC

AdwareD



50. What type of malware enc�ypts a use�'s files and demands payment to restore access?

51. What is the p�ima�y role of Secu�ity Info�mation and Event Management �SIEM� in web
secu�ity?

52. If SIEM were a detective, what would be its p�ima�y function in web secu�ity?

53. What types of data does SIEM collect for analysis in web secu�ity?

54. What is the p�ima�y purpose of authentication in web secu�ity?

RansomwareA

AdwareB

TrojanC

SpywareD

Enhancing website aestheticsA

Actively blocking all incoming and outgoing trafficB

Collecting, analyzing, and co�relating secu�ity event dataC

Granting unrest�icted access to all usersD

Improving website aestheticsA

Actively blocking all incoming and outgoing trafficB

Investigating and identifying secu�ity incidentsC

Granting unrest�icted access to all usersD

Only web se�ver access logsA

Only firewall logsB

Va�ious secu�ity event logs from different sourcesC

Granting unrest�icted access to all usersD

Ensu�ing data confidentialityA

Ve�ifying the identity of users or systemsB

Preventing denial-of-se�vice attacksC

Enhancing user expe�ienceD



55. What is the p�ima�y distinction between authentication and autho�ization?

56. What is the role of session cookies in user authentication?

57. Which of the following is an example of a biomet�ic authentication factor?

58. What is the purpose of CAPTCHA in the authentication process?

59. What authentication factor is involved in the process of ve�ifying a use�'s identity through a
mobile device?

Authentication ve�ifies identity, while autho�ization controls access pe�missions.A

Authentication controls access pe�missions, while autho�ization ve�ifies identity.B

Authentication and autho�ization are interchangeable te�ms.C

Authentication and autho�ization se�ve the same purpose in web secu�ity.D

Sto�ing sensitive user dataA

Ve�ifying the use�'s identity du�ing each sessionB

Enabling multi-factor authenticationC

Enhancing se�ver pe�fo�manceD

Use�name and passwordA

Fingerp�int recognitionB

Secu�ity questionsC

One-time passcodeD

Enc�ypting user dataA

Preventing automated bots from accessing a systemB

Enhancing user expe�ienceC

Validating user identitiesD

Biomet�ic authenticationA

Something the user possessesB

Something the user knowsC

Geolocation authenticationD



60. What �isk is associated with the use of public Wi-Fi networks in the context of user
authentication?

61. Which one of the following is considered in the catego�y of computer threats? 

62. Which one is considered to be a type of antivi�us program? 

63. Which of the following phrases desc�ibes taking someone else's creation or idea and using it
for one's own advantage? 

64. Which of these methods is used to check the validity of a message? 

SQL injection vulnerabilitiesA

Cross-Site Sc�ipting �XSS� attacksB

Man-in-the-Middle �MitM� attacksC

Credential stuffing attacksD

Soliciting A

DoS attack B

Phishing C

Both A and B D

KasperskyA

McafeeB

Quick healC

All of the mentionedD

Intellectual prope�ty �ightsA

PiracyB

Plagia�ismC

All of the mentionedD

Digital signature A

Protocol B

Message Digest C

Dec�yption algo�ithm D



65. To hide info�mation inside a picture, what technology is used?

66. What is the purpose of a Denial of Se�vice attack?

67. The first phase of hacking an IT system is compromise of which foundation of secu�ity?

68. Pe�fo�ming hacking activities with the intent on gaining visibility for an unfair situation is
called ________.

69. What is the most impo�tant activity in system hacking?

RootkitsA

BitmappingB

SteganographyC

Image Rende�ingD

Exploit a weakness in the TCP/IP stackA

To execute a Trojan on a systemB

To overload a system so it is no longer operationalC

To shutdown se�vices by tu�ning them offD

AvailabilityA

ConfidentialityB

Integ�ityC

AuthenticationD

CrackingA

AnalysisB

HacktivismC

ExploitationD

Info�mation gathe�ingA

Cracking passwordsB

Escalating p�ivilegesC

Cove�ing tracksD



70. What is the te�m used for a secu�ity measure that rest�icts network traffic based on
predefined �ules or policies?

71. What is the p�ima�y goal of business continuity planning in cybersecu�ity?

72. In the context of business continuity planning, what does the te�m "recove�y point objective
�RPO�" refer to?

73. In the context of business continuity planning, what does the te�m "c�isis management"
involve?

74. What is the p�ima�y conce�n in IoT secu�ity?

FirewallA

VPNB

Int�usion detection system �IDS�C

Two-factor authenticationD

To eliminate all cyber threatsA

To assess the impact of �isks on business operationsB

To manage and reduce the impact and likelihood of identified �isksC

To promote unrest�icted data sha�ingD

The maximum acceptable downtime for c�itical systemsA

The point in time to which data must be recovered after a dis�uptionB

The process of eliminating all vulnerabilitiesC

The impact of a �isk on business operationsD

The process of eliminating all vulnerabilitiesA

Providing leadership and decision-making du�ing a c�isisB

Choosing not to engage in activities that pose significant �isksC

The impact of a �isk on business operationsD

Unautho�ized access to cloud se�vicesA

Data enc�yptionB

Device vulnerabilities and unautho�ized accessC

Phishing attacksD



75. What is a common challenge in secu�ing IoT devices with limited computational resources?

76. What role does enc�yption play in IoT secu�ity?

77. What is a challenge associated with IoT device authentication?

78. What secu�ity measure involves separating different network segments to contain potential
threats in IoT environments?

79. What secu�ity measure involves monito�ing and analyzing network traffic to detect and
respond to suspicious activities?

Excessive enc�yptionA

Lack of standardized protocolsB

Ove�reliance on cloud se�vicesC

Redundant authentication measuresD

Ensu�ing device interoperabilityA

Secu�ing data transmission and storageB

Managing device fi�mware updatesC

Facilitating device discove�yD

Lack of standardized authentication methodsA

Ove�reliance on cloud se�vicesB

Inadequate enc�yption measuresC

Limited device interoperabilityD

Data enc�yptionA

Network segmentationB

Two-factor authenticationC

Int�usion detection systemD

Data enc�yptionA

Network segmentationB

Int�usion detection system �IDS�C

Secure boot processD



80. What is a consideration in secu�ing IoT devices that operate with limited power resources?

81. What is a potential �isk associated with IoT devices lacking proper authentication
mechanisms?

82. What is the p�ima�y goal of using machine lea�ning in cybersecu�ity?

83. What is the role of AI in enhancing incident response in cybersecu�ity?

84. What is the purpose of using AI in anomaly detection in cybersecu�ity?

Excessive use of enc�yptionA

Lack of standardized authentication methodsB

Timely and regular fi�mware updatesC

Efficient use of power-efficient secu�ity mechanismsD

Increased device interoperabilityA

Unautho�ized access and data breachesB

Lack of standardized protocolsC

Inefficient use of power resourcesD

Automating routine administrative tasksA

Identifying and responding to cyber threatsB

Enhancing user authentication processesC

Improving network bandwidth efficiencyD

Generating complex passwordsA

Automating the analysis of secu�ity incidentsB

Improving physical access controlsC

Enhancing network enc�yption protocolsD

Automating routine administrative tasksA

Identifying patte�ns and anomalies in data behaviorB

Enhancing user authentication processesC

Improving network bandwidth efficiencyD



85. How can machine lea�ning assist in phishing detection?

86. What role does AI play in predictive analytics for cybersecu�ity?

87. What is the purpose of using AI in the context of secu�ity �isk assessment?

88. In what way can AI enhance the identification and prevention of data exfiltration attacks?

89. What is the role of a public key in blockchain transactions?

90. What is the role of a hash function in blockchain secu�ity?

Analyzing network bandwidthA

Identifying patte�ns and anomalies in email contentB

Improving physical access controlsC

Enhancing int�usion detection systemsD

Pe�fo�ming routine backupsA

Predicting potential secu�ity incidents and threatsB

Improving physical access controlsC

Enhancing network enc�yption protocolsD

Pe�fo�ming routine backupsA

Automating the analysis of secu�ity �isks and vulnerabilitiesB

Improving physical access controlsC

Enhancing network enc�yption protocolsD

Pe�fo�ming routine backupsA

Automating the analysis of secu�ity incidentsB

Improving physical access controlsC

Analyzing patte�ns in user and network behaviorD

Enc�ypting transaction dataA

Validating the authenticity of transactionsB

Generating a digital signatureC

Managing consensus algo�ithmsD

Enc�ypting transaction dataA

Validating the authenticity of transactionsB

Creating a consensus mechanismC

Efficiently secu�ing data integ�ityD



91. What is the purpose of a digital signature in a blockchain transaction?

92. The main objective of inte�nal auditing is to confi�m the efficiency and effectiveness of
operations and their cont�ibution to the achievement of organizational goals. Inte�nal audit
also acts as a control mechanism for management to

93. Which of the following would be the first step in establishing an info�mation secu�ity program?

94. The MOST impo�tant reason for an IS auditor to obtain sufficient and approp�iate audit
evidence is to:

95. Child po�nography is an offence under section ________.

Enc�ypting transaction dataA

Validating the authenticity of transactionsB

Creating a consensus mechanismC

Efficiently secu�ing data integ�ityD

Ensure adequate inte�nal controlA

Review the reliability of recordsB

Prevent and detect fraudC

All of the mentionedD

Adoption of a corporate info�mation secu�ity policy statementA

Development and implementation of an info�mation secu�ity standards manualB

Development of a secu�ity awareness-training programC

Purchase of secu�ity access control softwareD

Comply with regulato�y requirementsA

Provide a basis for drawing reasonable conclusionsB

Ensure complete audit coverageC

Pe�fo�m the audit according to the defined scopeD

67 CA

67 AB

67 BC

67 DD



96. Sending of unsolicited bulk and commercial messages over the inte�net is ________.

97. The receiving of unsolicited bulk emails is known as –––––

98. There are three c's in computer forensics. Which is one of the three?

99. Physical Forensics Discipline includes which of the following?

100. Which of the following techniques are used du�ing computer forensics investigations?

StalkingA

PhishingB

SpammingC

SpoofingD

Vi�usA

SpoofingB

SpamC

Wo�msD

ControlA

ChanceB

ChainsC

CoreD

BloodstainA

EatingB

SearchingC

WatchingD

Cross-d�ive analysisA

Live analysisB

Deleted filesC

All of the mentionedD


